AMENDMENTS TO THE CLAIMS 



1-21. (Canceled) 

22. (Currently Amended) A group judgment device that is connected to a network 
and that shares common private information with a target device connected to the group 
judgment device via t he network, comprising: 

a conversion unit operable to subject convert the common private information te~ 
predetermined conversion, to generate into first conversion infoimatjpn according to a 
predcici mined on Mon i - nt - erenatkm ; 

a transmission/reception unit operable to transmit first data with - a predetermined - fermat 
to the target device, and receive, from the target device, second data including second 
conversion information with-^--pre-det€^ine-d--fei : ma-t--t-r-an-smi-tte-d in response to the first data, the- 
seee»44afevi j H;4tt^^ the target device converting the common 

private information into the second conversion information according to the same conver sio n, as 
the predetermined conversion, and transmitting to the group judg ment device the second data 
including the second conversion information that has been generated by the target device 
subjecting the private information to the predetermined conversion ; 

a measurement unit operable to measure, as a target time, a time required between (a) 
transmission of the first data by the transmission/reception unit and (b) reception of the second 
data by the transmission/reception unit; and 

a judgment unit operable to (i) compare the target time measured by the measurement 
unit with a reference time, the reference time being a time required by data with -- a -- predete - rm - ined - 
termat--te- 4rave - l"te - and"fi : em - bervveen (a ) transmission of the first data to a device belonging to a 
predetermined group and (b) reception of the second data from the device belonging to the 

I nined group, and (ii) compare the first conversion information generated by the 
conversion unit and the second conversion information included in the second data received by 
the transmission/reception unit, and judge that the target device belongs to the predetermined 
group m-aH-afiiHHative- c-ase where when (i) a difference between the target time and the 
reference time is within a predetermined range and (ii) the first conversion information and-th e - 

2 



he€eft4-€-eft¥ef?rion information match, matches the second conversion information * 
th e - targ e t - d e v - ie e-is- extornal to the group in any case other than the affirmativ e- eas e 



23. (Currently Amended) A group judgment device that is connected to a network 
and that shares common private information with a target device connected to the group 
jj dj^i vr dc\ Icq \ t the network, comprising: 

a conversion unit operable to sublet - convert the common p rivate information to-fest- 
eenve - rs i en - to - g^n - era t e - i n to first conversion information according to a first 
con versi oni afey ? H-ati - eH , and swbfeet to convert the common private information t e-^eeend-- 

information according to a second conversion, the first conversion being distinct from the 
second conversion informatioa ; 

a transmission/reception unit operable to transmit first data with a predetermined-format 
including the first conversion information to the target device, and receive, from the target 
device, second data includu^ ihuo ■ ■■ ivAninuah^ a prerietermined - farrnat- 
tra nsm i tt ed in response to the first data, the second data including third convcrs i e f^^rvfeHroatieft- 

ee«vefsie Bthe target device converting the common private information into the third 
conversion information according to the second conversion, and transmitting to the group 
judgment device the second data including the third conversion information ; 

a measurement unit operable to measure, as a target time, a time required between (a) 
transmission of the first data by the transmission/reception unit and (b) reception of the second 
data by the transmission/reception unit; and 

a judgment unit operable to (i) compare the target time measured by the measurement 
unit with a reference time, the reference time being a time required by-^ate-witb-a-prede-tefmined- 
f8ffl^t--te4rave448--a^-#e-m-- bet\veen (a) transmission of the first data to a device belonging to a 
predetermined group and (b) reception of the second data from the device belonging to the 
L [! J -. ;ermined group, and (ii) compare the second conversion information generated by the 
conversion unit and the third conversion information included in the second data received by the 
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transmission/reception unit, and (iii) judge whether a message indicating i e&wv&mien- 

■ in - fe - Hnatien -- and -- t - h e-6F St -- e^nv e rsion information match has b co n is received from the target 
device, the message indix^tin g that the target cio \ h L .__j_y !lc tU ■■ '■■ lust . o? \ ■:rsion information 
matches fourth conversion information , the target device com grt i ig thj c ommon private 
inibn-innois in;-.- tie ;bunh <xnncrsionJnfonMtiQn..aceording to the firs' conv.^ion and 

Oiiip i] i i ig { Ik' I i ! i: ^ i U>: I ! ^ tbi ! I !J i :U!1 > :K I !h iO* ■ Ml :U : i >V P. J i i ! s{ > i :ki <!!:(! : b 0 ib'l! f '} 

conversion information, t he - foitrtheeny - e ^ ^ ^ ^ ^ 

devree-subjeet4flg-4be-pf^ to the first oonver -skm, and (iv) judge that the target 

device belongs to the predetermined g roup in-att-affomative-ease -where when (i) a difference 
between the target time and the reference time is within a predetermined range, (ii) the second 
conversion information matches the third conversion information, and the third conversion 
information match, and (iii) the message has been is received , and judge that the target device is 
external to the group in any case other than the affirmative case . 

24-25. (Canceled) 

26. (Currently Amended) A group judgment system including a target device and a 
group judgment device that are connected to a network, the target device and the group 
judgment device sharing common private information^ -advajtee, 

wherein the group judgment device includes: 

a first conversion unit operable to convert the common private information into first 
conversion information according to a predetermined conversion; and 

a transmission/reception unit operable to transmit first data to the target device, 
wherein the target device includes: 

a reception unit operable to receive the first data with a prefetermi - ned - fe - Hiiat - from the 
group judgment device; 

a fert second conversion unit operable to > 1 ? overt the common private 
information te p t e< o n ve r s ion, to ge i ■ '.be second conversion 

information according to the predetermined conversion informatioHy - b e fer e - t - h e- r e e^pt i en - un i t - 
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feeei-ves4fee4ifst-data; and 

a transmission unit operable to transmit to the group judgment device second data with- 
a - pi - e - de - temii - ne - d - fermiit including the fist-second conversion information te - the - g - reup - judg - m - ent - 
device, when t h e r eception unit receives the first data , and 

Mierciri.thc group judgment device includes: 

a transmission/reception unit operable to tfaBsm4t4hefet-data-te4^-tafg^-<le¥teeraBd 
receive from the target device the second data including the first -second conversion information; 

a measurement unit operable to measure, as a target time, a time required between (a) 
transmission of the first data by the transmission/reception unit and (b) reception of the second 
data by the transmission/reception unit; and 

a second conversion unit operable to subject the private information to the 
predetermined conversion, to generate second conversion information; and 

a judgment unit operable to (i) compare the target time measured by the measurement 
unit with a reference time, the reference time being a time required by - data - with - a - 
pt : ed&termH^e4 -- feHHat"te"t - r - av -el" t<> and from between ( a) transmission of the fi rst data to a device 
belonging to a predetermined group and (b) reception of the second data from the device 
belonging to the predetermined group, and (ii) compare the seeoftd- first conversion information 
generated by the second- first conversion unit and the fe Kseeond conversion information 
included in the second data received by the transmission/reception unit, and judge that the target 
device belongs to the predetermined g roup in an affirmative case where when (i) a difference 
between the target time and the reference time is within a predetermined range and (ii) tfee- 
s eeeH - d - c - onver s- ien - information and the first conversion information ma*vi h mat h t he second 
conversion information and judge that the target device is external to the gro u p -i n - any - ea s e -- 
etheMhan-tlie-affi-t : t«ative-€-as-e. 

27-30. (Canceled) 

3 1 . (New) The group judgment device according to claim 22, wherein the judgment 
unit is operable to judge that the target device does not belong to the predetermined group when 
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(i) the difference between the target time and the reference time is not within the predetermined 
range. 

32. (New) The group judgment device according to claim 3 1 , wherein the judgment 
unit is operable to judge that the target device does not belong to the predetermined group when 
(i) the difference between the target time and the reference time is within the predetermined 
range and (ii) the first conversion information does not match the second conversion 
information. 

33. (New) The group judgment device according to claim 23, wherein the judgment 
unit is operable to judge that the target device does not belong to the predetermined group when 
the difference between the target time and the reference time is not within the predetermined 
range. 

34 (New) The group judgment device according to claim 33, wherein the judgment 
unit is operable to judge that the target device does not belong to the predetermined group when 
(i) the difference between the target time and the reference time is within the predetermined 
range, and (ii) the second conversion information does not match the third conversion 
information. 

35. (New) The group judgment device according to claim 34, wherein the judgment 
unit is operable to judge that the target device does not belong to the predetermined group when 
(i) the difference between the target time and the reference time is within the predetermined 
range, (ii) the second conversion information matches the third conversion information, and (iii) 
the message is not received. 

36. (New) The group judgment system according to claim 26, wherein the judgment 
unit is operable to judge that the target device does not belong to the predetermined group when 
(i) the difference between the target time and the reference time is not within the predetermined 
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range. 



37. (New) The group judgment system according to claim 36, wherein the judgment 
unit is operable to judge that the target device does not belong to the predetermined group when 
(i) the difference between the target time and the reference time is within the predetermined 
range and (ii) the first conversion information does not match the second conversion 
information. 

38. (New) A method for controlling a group judgment device, the group judgment 
device being connected to a network and sharing common private information with a target 
device connected to the group judgment device via the network, the method comprising: 

converting the common private information into first conversion information according 
to a predetermined conversion; 

transmitting first data to the target device, and receive, from the target device, second 
data including second conversion information in response to the first data, the target device 
converting the common private information into the second conversion information according to 
the same conversion as the predetermined conversion, and transmitting to the group judgment 
device the second data including the second conversion information; 

measuring, as a target time, a time required between (a) transmission of the first data by 
the transmission/reception unit and (b) reception of the second data by the transmission/reception 
unit; 

comparing the target time measured by the measurement unit with a reference time, the 
reference time being a time required between (a) transmission of the first data to a device 
belonging to a predetermined group and (b) reception of the second data from the device 
belonging to the predetermined group; 

comparing the generated first conversion information and the second conversion 
information included in the received second data; and 

judging that the target device belongs to the predetermined group when (i) a difference 
between the target time and the reference time is within a predetermined range and (ii) the first 
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conversion information matches the second conversion information. 
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